myob

PayGlobal Api Developers Guide

Prepared by
MYOB PayGlobal Development Team

9 September 2025

Contents

B o =T T T =N
2. AULhOIIZation OVEIVIEW.......uiiiiiiiiiiiienniiiiiiiiiiienesssssisisssiinessssssssssssssessessssssssssssssssssessssssssssssssssanes
EnvironmMent SPECIfiC DELAIIS ...ccccuiiiiiee ettt e e et e e e ta e e s te e e e bt e e e araeestaeaens
3. StepP-by-SteP INSrUCTIONS.....cccuuiiiiiicciiiiecierrreeerreeaeeseenseeesenaseeseensssssernsssssssnsssssennsssssennsssssennnnns
Step 1: RETrEVE ACCESS TOKEN ...veiiiiiecee ettt et e et e et e e et e e e e te e e etaeesabeeesataeessaeessaseeasnseeennnes
REQUEST DETAIIS ...veeeeiiiiciee ettt ettt e ettt e et e e e st e e e e bt e e s taeeesabeeeeasaeesabaseasstaseessaeesaseeessseesassaeessananns
RESPONSE DELAIIS ..eeeeuiiiieiiie ittt eetee ettt e ettt e et e e e st e e eetbe e e taeeesabeeeeatseesbaaeesteeeansaeesasseessseesassaeesnsanaans
Step 2: Make Request t0 PayGIoDal APl .........ocuiiiiee ettt e et e e e e rae e eeaae e e e beeeeanes
Lo [T D<) - 11 SRR
L N o B e Y=o or- 14T o TP
Open ApPi DOCUMENTATION ....uiiiiiiiie ettt e e et e e e e sttt e e s e sabeeeeeesesnreeeeseanneeeeens
APT VBISIONS. ...ttt ettt ettt e e ettt e e e e ettt e e e e sttt e e e e e e aba et e e e s asabeeee e e s abbeeeeesanbbeeeeeeasnreaeeeenanraen



myob

1. Prerequisites
Before integrating with the PayGlobal API, you must have:

e MYOB ID credentials with the correct permissions to access the API
e Api Client to make HTTPS requests

2. Authorization Overview

The PayGlobal API utilizes the OAuth2 Client Credentials grant type, an industry-
standard authorization flow that enables clients to obtain limited access. The client
authenticates with MYOB ID, MYOB'’s authorization server, to receive an access token.
The request to PayGlobal Api must include the token as a request header. Note the
following requirements:

e Use the Auth request header instead of Authorization.
e Add the access token directly to the header, without the bearer: prefix.

Details of the PayGlobal endpoint

Environment Specific Details

When integrating with the PayGlobal API, configure your requests to use the
environment-specific endpoints and credentials appropriate to your target
deployment environment.

UAT Environment
e MYOBID
o https://sit.id.myob.com/
o Use test credentials
e PayGlobal API
o https://uat.pg.enterprise.myob.com/
Production Environment
e MYOBID
o https://id.myob.com/

o Use production credentials
e PayGlobal API
o https://pg.enterprise.myob.com/
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3. Step-by-Step Instructions

This section will provide a guide to the steps required to make a request to PayGlobal
Api.

Step 1: Retrieve Access Token

Send a https request to the MYOB ID token endpoint with your client ID and client
secret to obtain an access token.

Request Details

Http Method
POST

URL
https://<MYOB-ID Domain>/oauth/token

Request Headers
Content-Type: application/x-www-form-urlencoded

Request Body

{
"grant type": "client credentials",
"client id": "<your client id>",
"client secret": "<your client secret>”,
"audience": "payglobal-api"

Response Details
MYOB ID verifies the provided client credentials and returns an HTTP 200 status code
along with a response containing an access token.

Response Body

{
"access token": "<access token>",
"token type": "Bearer",
"expires in": 3600,
"scope": "<your scopes>"

}

Error Handling

HTTP Status: 400 Bad Request or 401 Unauthorized
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Step 2: Make Request to PayGlobal API

Send a https request to the PayGlobal Api endpoints based on the OpenApi
documentation.

Request Details

Check the APl specification for details of the endpoints including required headers and
mandatory data. Use environment-specific domain names when making the API
request.

Request Headers
Extract the access token from the response body returned in step 1 and add as the
Auth request header

o Use the Auth request header not Authorization.

e Add the access token directly to the header, without the bearer: prefix.

Auth: <access token>

4. API Specification

Open Api Documentation

The PayGlobal API provides comprehensive OpenApi documentation available at:

https://pg.enterprise.myob.com/swagger/index.html

APl Versions
e Standard API (v1)

Note on Accessing the OpenApi Document

When accessing the OpenApi documentation, you may occasionally encounter
throttling or failed to load error on the page. If this happens, please refresh your
browser to resolve the issue.
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